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1992 DEVELOPMENTS PERTAINING TO FINANCIAL INSTITUTION FRAUD 


I. Statutory Developments - Title XV of the Housing and Community 
Development Act (signed October 28, 1992) 


A. Right to Financial Privacy Act (RFPA) 
1. Grand Jury Subpoenas 
Section 1532 of the Housing and Community Development Act amends 
section 1120(b)(10)(A) of the RFPA (12 U.S.C. § 3420(b)(1)(A)) to add 


violations of the money-laundering statutes, 18 U.S.C. §§ 1956-1957, to 
the predicate offenses for which a grand jury subpoena may be issued and 


‘ ] 
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the recipient financial institution notified that it may not give notice 
of the existence of the subpoena or the contents thereof to other per- 
sons. 


2. Study of Reimbursement of Financial Institutions and 
Transmitters of Funds 


Section 1541 of the Act requires the Justice Department--in con- 
sultation with the Treasury Department, the Federal Reserve Board, and 
other bank regulatory agencies--to conduct a study of the effect of 
amending the RFPA to allow (1) financial institutions to be reimbursed 
for assembling or providing financial records on corporations and other 
entities not currently covered under 12 U.S.C. § 3415(a); and (2) nonde- 
positor licensed transmitters of funds to be reimbursed to the same 
extent as financial institutions under section 3415(a). The Congress 
required submission of a report on the results of the study within 180 
days of October 28, 1992. 


B. 18 U.S.C. §§ 1956-1957: Specified Unlawful Activities 


Section 1536 of the Act amends 18 U.S.C. § 1956(c) (7) (B) to include, 
among the specified unlawful activities which may serve as predicates for 
the money laundering offenses, "fraud, or any scheme or attempt to de- 
fraud, by or against a foreign bank (as defined in paragraph 7 of section 
1(b) of the International Banking Act of 1978." 


Cc. Information Sharing Between the Department of Justice and Bank 
Regulatory Agencies 


1. Disclosures Concerning Safety and Soundness Issues 


Section 1542(a)(1) of the Act requires that the Justice Department 
or other federal agency disclose to the appropriate federal bank agency 
any information that the agency head "believes raises significant con- 
cerns regarding the safety or soundness of any depository institution 
doing business in the United States." Exceptions to this requirement 
that are pertinent to the Justice Department include: 

(1) Any disclosure that is “otherwise prohibited by law"; 

(2) Any receipt of information by an agency or instrumentality “in 

connection with a pending grand jury investigation"; and 

(3) Any disciosure prohibited by Fed. R. Crim. P. 6. 


2 Waiver of Agency Privilege 


Section 1544 of the Act amends section 11 of the Federal Deposit 
Insurance Act (12 U.S.C. § 1821) to permit federal banking agencies, the 
Resolution Trust Corporation, the Farm Credit Administration, the Farm 
Credit System Insurance Corporation, and the National Credit Union 
Administration to transfer information to, or permitting information to 
be used by, other federal agencies, including the Justice Department, and 
not be deemed, by that transfer or permission of use, to have waived any 
privilege applicable to that information. For purposes of this provi- 
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sion, the term "privilege" includes “any work-product, attorney-client, 
or other privilege recognized under Federal or State law." 


II. Case Law Developments 
A. Constitutional Challenges 
1. Ex Post Facto Clause 


Charging of the defendant under the 1989 amendment of 18 U.S.C. 
§ 1007 for conduct that occurred in 1988 did not violate the Ex Post 
Facto Clause. United States v. Haddock, 956 F.2d 1534, 1543-44 (10th 
Cir.), limited rehearing on other grounds granted, 961 F.2d 933 (10th 
Cir.), cert. denied, 113 S.Ct. 88 (1992). 


Extension of the statute of limitations under FIRREA did not violate 
the Ex Post Facto Clause, as it constituted merely a procedural change in 
law. United States v. Knipp, 963 F.2d 839, 844 (6th Cir. 1992). 


2. Vagueness 


The 1984 version of 18 U.S.C. § 215, which did not require that the 
prohibited acts be done "corruptly," is not unconstitutionally vague as 
applied to a reciprocal loan swap in which the defendant, a bank vice- 
president, participated. United States v. Kelly, 973 F.2d 1145, 1151-52 
(5th Cir. 1992). 


3. Double Jeopardy: Multiplicity 


Where the defendants were convicted on five counts under 18 U.S.C. 
§ 1344 for executing a scheme to defraud three savings associations, the 
Fifth Circuit deemed those counts to be multiplicitous under United 
States v. Lemons, 941 F.2d 309 (5th Cir. 1991). United States v. Saks, 
964 F.2d 1514, 1526 (5th Cir. 1992). 


Where the defendants, two co-chairmen of a savings association, were 
convicted on two separate counts under 18 U.S.C. § 1344 for executing a 
scheme to defraud by obtaining two separate but related loans, the Fifth 
Circuit deemed those counts multiplicitous under Lemons because the two 
loans “were integrally related" and "one could not have succeeded without 
the other," notwithstanding the fact that "a two-loan scheme may subject 
an institution to greater risk than a scheme involving only one trans- 
action." United States v. Heath, 970 F.2d 1397, 1402 (5th Cir. 1992). 


In a case in which the defendant was charged with 29 counts under 18 
U.S.C. § 1344 for the simultaneous submission of 29 fraudulently obtained 
mortgages to a financial institution for a single $7 million loan, the 
First Circuit held the 29 counts to be multiplicitous because they "all 
relate to a single execution of a unitary scheme" through the misstate- 
ment of the same material fact (i.e., whether the purchasers had made 
down payments). United States v. Lilly, 983 F.2d 300, 305 (list Cir. 
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1992) (relying in part on Fifth Circuit decisions such as Lemons, Saks, 
and Heath). 


In a case in which the defendant submitted four fraudulent loan 
applications and was charged in four counts under 18 U.S.C. § 1344, and 
four other counts under 18 U.S.C. § 1014, on the basis of the same four 
applications, the Second Circuit held these eight counts to be multipli- 
citous and affirmed the district court's requirement that the government 
elect between the two statutes in charging. United States v. Seda, 978 
F.2d 779, 780-82 (2d Cir. 1992). 


B. Pretrial Discovery 


In rejecting the defendant's argument that he should have been 
granted an evidentiary hearing on a conflict-of-interest issue, the First 
Circuit stated that "Federal courts are not obliged to provide evident- 
iary hearings on demand" and that "[a] criminal defendant has no consti- 
tutional right to conduct a tishing expedition." United States v. Lilly, 
983 F.2d 300, 311 (lst Cir. 1992). 


In a district court opinion, the court concluded that the government 
had improperly intruded upon the defense's opinion work product where, in 
copying documents that defense counsel sought from government files in 
pretrial discovery, the government created a copy of those documents for 
itself and then made use of them after being ordered by the court to seal 
them. The court declined to dismiss the case on grounds of outrageous 
governmental misconduct, but took other remedial steps, including (1) 
ordering removal of the lead prosecutor from the case and barring further 
participation by that prosecutor in trial preparation or trial of the 
case; (2) prohibiting the government from introducing any of the docu- 
ments in issue and from eliciting any testimony concerning their sub- 
stance through the direct testimony of any government witness or during 
the cross-examination of any defense witness, except to the extent that 
the defense, during the examination of any witness, introduces any of 
those documents or refers to their substance; (3) ordering the government 
to provide the defendant, before trial, with a written summary of each 
government witness's testimony and a list of exhibits to be introduced 
through or testified to by that witness; (4) ordering the government to 
make two named government witnesses available before trial for deposition 
by defendants at government expense, if the defendants so requested; and 
(5) requiring the government to reimburse defense counsel for costs and 
reasonable attorneys' fees incurred in litigating the issue of the 
government's misconduct. United States v. Horn, 811 F.Supp. 739 (D.N.H. 
1992). 


Cc. Questioning of Witnesses at Trial 


Where the prior deposition statements of one defendant, as the 
partner of the other defendant, met the requirements of Federal Rule of 
Evidence 801(d)(2)(D) as the statements of a defendant's agent, those 
statements met the requirements of the Confrontation Clause and did not 
constitute a violation of that clause under Bruton v. United States, 391 


5 


U.S. 123 (1968). United States v. Saks, 964 F.2d 1514, 1523-26 (5th Cir. 
1992). 


D. Sufficiency of Evidence 
1. 18 U.S.C. § 371 


Evidence that the defendant, a bank president and chief executive 
officer, lent more than $600,000 to a related group of borrowers, knowing 
that they were related and that she had violated her own lending policy 
by making such loans, which grossly exceeded the bank's legal lending 
limit and lending policy, and acted to conceal the relatedness of these 
borrowers and the true nature of the loans, supported her conviction 
under 18 U.S.C. § 371 for conspiracy to make false entries in the bank's 
records. United States v. Chaney, 964 F.2d 437, 449-50 (5th Cir. 1992). 


2. 18 U.S.C. § 513 


A $5.00 check drawn in 1983, which was made to appear to be a 
$35,000 cashier's check with a false 1987 date and authorizing signature 
when it was deposited into a bank account, was a counterfeited security 
within the meaning of 18 U.S.C. § 513. Although the check originally was 
genuine, the extensive alterations to it caused all of the essential 
information to be falsified. United States v. Blakey, 960 F.2d 996, 999- 
1000 (11th Cir. 1992). 


3. 18 U.S.C. §§ 656-657 


Evidence that the bank's employees sought professional advice from 
him on bank-related matters, testimony by the bank's accountant that the 
defendant was "the bank's attorney," the actions of the defendant's 
employee as the closing agent on the loans, and the bank's requiring a 
victim to use the defendant's services to obtain a loan was sufficient to 
prove the status of the defendant, a licensed attorney, as the bank's 
agent for purposes of 18 U.S.C. § 656. In addition, evidence that the 
funds embezzled were deposited into client trust funds maintained by the 
defendant's law office was sufficient to prove that the funds were under 
the custody of an agent of the bank. United States v. Doane, 975 F.2d 8, 
12 (lst Cir. 1992). 


Evidence that the defendant, though not an officer or employee of a 
bank, exercised control of the bank and was active in its affairs, in- 
cluding frequent attendance at board meetings and provision of financial 
advice to the bank's board and president, was sufficient to establish 
that the defendant was "connected in any capacity" with the bank for pur- 
poses of 18 U.S.C. §§ 657 and 1006. In addition, evidence that the de- 
fendant engaged in undisclosed self-dealing by causing the bank to invest 
in securities, which resulted in funds being diverted to the defendant 
and others, supported his conviction under section 657. United States v. 
Davis, 953 F.2d 1482, 1488-90, 1492-93 (10th Cir.), cert. denied, 112 S. 
Ct. 2286 (1992). 
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Evidence that the defendant--a chairman, president, chief executive 
officer, and primary shareholder of a bank--exercised substantial control 
over the bank's employees and over much of what occurred at the bank, and 
wrote a check for more than $960,000 in a bank account, knowing that 
there was only $611,000 in the account at the time, was sufficient to 
prove a violation of 18 U.S.C. § 656. United States v. Haddock, 961 F.2d 
933, 935 (10th Cir.) (en banc), cert. denied, 113 S.Ct. 88 (1992). 


4. 18 U.S.C. § 1005 


The intent of the defendant, a bank president, to deceive bank 
examiners through a false bank entry was supported by evidence of (1) 
prior confrontations by the defendant with bank examiners, (2) the bark's 
defiance of cease and desist orders and continued involvement with a 
corporation in which the bank had invested 45 percent of its capital, and 
(3) the defendant's relationship with, and need to channel loans through 
the corporation's manager. United States v. Pooler, 961 F.2d 1354, 1357 
(8th Cir. 1992). | 


5. 18 U.S.C. § 1344 


Evidence that the defendant sold stolen checks to an undercover 
agent, knowing that the drawee banks would suffer a loss when the checks 
were negotiated and that the checks would have to be forged and negoti- 
ated through those banks, constituted sufficient evidence of "intent to 
defraud" under 18 U.S.C. § 1344(a)(1). United States v. Stavroulakis, 
952 F.2d 686, 695 (2d Cir.), cert. denied, 112 S. Ct. 1982 (1992). 


Evidence that the defendant conducted an elaborate check-kiting 
scheme that left a bank with a deficit of nearly $466,000 supported his 
conviction under 18 U.S.C. § 1344. United States v. Stone, 954 F.2d 
1187, 1192-93 (6th Cir. 1992). 


Evidence that the defendant, in applying for a bank loan, had 
offered as collateral construction equipment that he did not own or 
acquire thereafter supported his conviction under 18 U.S.C. §§ 1014 and 
1344. United States v. McLaughlin, 957 F.2d 12, 18 (lst Cir. 1992). 


Evidence that the defendant, a bank president, had known in detail 
about kiting of funds between two banks' accounts, and assisted in the 
maintenance of the scheme by instructing a bank employee to monitor each 
day the amount of funds needed to prevent the kiter from overdrafting his 
account at the bank, supported his conviction under 18 U.S.C. § 1344. 
The government did not need to demonstrate that the defendant derived a 
personal benefit from the scheme to defraud the bank. United States v. 
Knipp, 963 F.2d 839, 846 (6th Cir. 1992). 


An implicit misrepresentation that the defendant, a corporate em- 
ployee responsible for arranging wire transfers from corporate bank 
accounts, had authority to make wire transfers from those accounts into 
accounts belonging to her, her sons, and a friend was sufficient to 
establish constituted a "false pretense" within the meaning of 18 U.S.C. 
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§ 1344(a)(2). United States v. Briggs, 965 F.2d 10, 12 (5th Cir. 1992) 
(per curiam). 


Evidence that the defendant, a bank accountholder, had repeatedly 
accessed an automated teller machine (ATM) in a single evening to with- 
draw $9,220 from his account, knowing that he had only $42.31 in his 
account at the time and knowing that he could withdraw no more than $300 
per day from his bank's ATM terminals, supported his conviction under 18 
U.S.C. § 1344(1). United States v. Ragosta, 970 F.2d 1085, 1091 (2d Cir. 
1992). 


6. 18 U.S.C. § 2314 


Evidence that the aggregate funds taken from an account, in which 
the proceeds of a fraudulent transaction were commingled with more than 
$700,000 in untainted money, exceeded the amount of "clean funds avail- 
able" supported the defendants' conviction under 18 U.S.C. § 2314. 
United States v. Heath, 970 F.2d 1397, 1403-04 (5th Cir. 1992). 


E. Sentencing Under the Sentencing Guidelines 
1. Calculation of Loss 


In a case involving a scheme in which the defendant deposited checks 
stolen from the mail and obtained a portion of the funds as "cash back," 
the sentencing judge did not clearly err in calculating the loss under 18 
U.S.C. § 1344 (bank fraud) as the face value of the checks stolen, and 
the loss under 18 U.S.C. § 1708 (possession of stolen mail) as the total 
value of the deposited checks. United States v. Wimbish, 980 F.2d 312, 
313-16 (5th Cir. 1992). 


2. Reduction 


In sentencing the defendant, a real estate broker who pleaded guilty 
to 11 counts of filing false loan documents under 18 U.S.C. § 1014, the 
sentencing court did not improperly refuse a two-level reduction for ac- 
ceptance of responsibility or a two-level reduction for the defendant's 
role as an alleged "minor participant," and properly structured an un- 
guided downward departure for multiple causation of victim loss. United 
States v. Gregorio, 956 F.2d 341, 343, 344-48 (lst Cir. 1992). 


3. Enhancement 


In sentencing the defendant under 18 U.S.C. § 1014, the sentencing 
court properly gave a two-level enhancement for more than minimal plan- 
ning, where the defendant had to take several steps in preparing and 
submitting the false statements that constituted the offenses to which he 
oo guilty. United States v. Gregorio, 956 F.2d 341, 343-44 (1st 
Cir. 1992). 


In sentencing the defendant, a bank president, for a violation of 18 
U.S.C. § 1005, the sentencing court properly enhanced the base offense 
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level for the bank's loss of $40,000, for more than minimal planning, and 
for the defendant's abuse of a position of trust. United States v. 
Pooler, 961 F.2d 1354, 1357 (8th Cir. 1992). 


SECOND CIRCUIT FINDS MULTIPLICITY IN 18 U.8.C. §§ 1344 AND 1014 CHARGES 


A divided panel of the Second Circuit found multiplicitous an 
indictment charging offenses under both 18 U.S.C. § 1344 (preparing and 
submitting fraudulent loan applications, thereby causing the bank to 
issue loans based on those applications) and 18 U.S.C. § 1014 (making 
false statements to the bank for purposes of influencing the bank's 
actions) and upheld the district judge's order that the government elect 
between the two sets of counts as the proper remedy. United States v. 
Seda, 978 F.2d 799 (2nd Cir. 1992). 


The Second Circuit agreed with the district court judge's unusual 
application of Blockburger v. United States, 284 U.S. 299, 304 (1932), 
which holds that "where the same act or transaction constitutes a vio- 
lation of two distinct statutory provisions, the test to be applied to 
determine whether there are two offenses or only one, is whether each 
provision requires a fact which the other does not," citing to Gavieres 
v. United States, 220 U.S. 338, 342, adopting the language of the Supreme 
Court of Massachusetts in Morey v. Commonwealth, 108 Mass. 433: "A single 
act may be an offense against two statutes; and if each statute requires 
proof of an additional fact which the other does not, an acquittal or 
conviction under either statute does not exempt the defendant from prose- 
cution and punishment under the other." The Second Circuit determined 
that, although section 1014, unlike section 1344, requires, as an ele- 
ment, proof of a false statement, Judge Stanton was correct in finding 
that "the possibility that a false statement under section 1014 would 
fail to qualify as a ‘scheme or artifice' under section 1344 ‘is too 
remote to constitute an extra requirement' under section 1344." 978 F.2d 
at 780. The court of appeals also acknowledged that the Blockburger test 
applicable "in general," is not always literally applicable, noting that 
the Supreme Court recognized a rigid, "look-only-at-the-statute" approach 
to be inappropriate in some cases where one of the statutes covers a 
broad range of conduct. 


While noting that some statutes covering a broad range of conduct 
can apply simultaneously with more focused statutes to result in multiple 
punishment for a single act, as in United States v. Woodward, 469 U.S. 
105 (1985) (upholding consecutive punishments in that separate offenses 
were created by 18 U.S.C. § 1001 and 18 U.S.C. §§ 1058, 1101(a)), the 
Second Circuit found Whalen v. United States, 445 U.S. 684, 694 (1980), 
to be more on point. In Whalen, the Supreme Court found the proof of 
rape to be a necessary element of proof of felony murder based on the 
murder of the rape victim; hence, the rape and the murder were not 
separate offenses. 


The Second Circuit distinguished Woodward, noting that section 1344 
is a broad, multifaceted statute and that, unlike Woodward, there was "no 
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realistic likelihood of violating the narrow provision, section 1014, 
without also violating the broad provision, section 1344." The Second 
Circuit further noted that, unlike Woodward, in which the legislative 
history of the statutes evidences the intent of Congress to supplement an 
existing statute by addition of the newer one, the legislative history of 
1344 indicates an intention to ensure that federal criminal jurisdiction 
was sufficient to reach banking offenses that might not be covered by 
section 1014 or other federal fraud offenses, e.g., check-kiting. 


MULTIPLICITOUS COUNTS CHARGING EXECUTION OF BANK FRAUD SCHEME 


The First Circuit has now joined the Fifth in ruling that an indict- 
ment is multiplicitous if it charges in multiple counts a single execu- 
tion of the scheme to defraud the financial institution, e.g., a single 
execution involving a single bank and a single loan package on a single 
property albeit an apartment complex involving individual unit mortgages. 
United States v. Lilly, 983 F.2d 300 (lst Cir. 1992). See, Fifth Circuit 
holdings of multiplicitous counts in finding that defendant's conduct 
constituted only a single execution of a single scheme: United States v. 
Lemons, 941 F.2d 309, 318 (5th Cir. 1991) (checks written by co-schemers 
to each other were not separate executions of a scheme); United States v. 
Saks, 964 F.2d 1514, 1526 (5th Cir. 1992) (separate actions taken in 
connection with a single transaction to defraud three related banks were 
not separate executions of a scheme); and United States v. Heath, 970 
F.2d 1397, 1402 (5th Cir. 1992)(two separate loans were "integrally 
related" in that "one could not have succeeded without the other" and 
thus were not separate executions of a scheme)--but see, United States v. 
Farmigoni, 934 F.2d 63 (5th Cir. 1991) (permitting two prosecutions 
involving two different banks in two different states), cert. denied, 112 
S.Ct. 1160 (1992). 


The First Circuit distinguishes cases in the Third and Ninth Cir- 
cuits upholding multiple counts in check-kiting schemes in which checks 
written on insufficient funds were charged in separate counts as separate 
executions of a scheme to defraud. See, United States v. Schwartz, 899 
F.2d 243, 248 (3rd Cir.), cert. denied, 111 S.Ct. 259 (1990), and United 
States v. Poliak, 823 F.2d 371, 372 (9th Cir. 1987), cert. denied, 485 
U.S. 1029 (1988). As the First Circuit points out, both Schwartz and 
Poliak upheld multiple counts of 18 U.S.C. § 1344(a)(1), finding that 
each check deposit (Schwartz) or check-kiting (Poliak) was an act in 
execution of the scheme to defraud that could be charged separately, 
similar to each furtherance of a scheme to defaur under the mail or wire 
fraud statutes. [See also, United States v. Barnhart, 979 F.2d 647 (8th 
Cir. 1992) (not multiplicitous to charge separate counts for each execu- 
tion of bank fraud scheme under 18 U.S.C. § 1344, which is modeled after 
mail and wire fraud statutes); United States v. Hammen, 977 F.2d 379, 
382-83 (7th Cir. 1992) (conversely, to holdings in Poliak and Schwartz, 
section 1344 does not require that the various executions of an ongoing 
scheme to defraud be brought in multiple counts; careful crafting of 
charge of a single execution of an ongoing scheme involving numerous 
executions was not duplicitous); United States v. George, 986 F.2d 1176 
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(8th Cir. 1993) (finding no multiplicity, under language of section 1344, 
in charging each separate act as a separate execution of the scheme to 
defraud and separate count; in this case each invoice that was separately 
altered, involved separate automobile, and occurred on a separate date 
was a separate execution). ] 


The Lilly court found the various circuit decisions to reflect "the 
diversity of factors entering into an evaluation of multiplicity claims 
under the bank fraud statute--factors such as how many banks, how many 
transactions, and how many movements of money are involved. See general- 
ly, United States v. Mancuso, 799 F.Supp. 567, 571 (E.D.N.C. 1992) ("the 
common thread among the cases is that a scheme or artifice is 'executed' 
by the movement of money, funds or other assets from the institution") ." 
983 F.2d at 305. 


CANCELLED CHECK CAN BE “IMPLEMENT” FOR MAKING COUNTERFEIT OR FORGED 
SECURITY 


The Third Circuit has found cancelled checks to be an "implement" 
under 18 U.S.C. § 513(b), prohibiting the making, receiving, possession, 
selling, or transferring of an implement designed for or particularly 
suited for making a counterfeit or forged security with the intent that 
it be so used. United States v. Holloman, 981 F.2d 690 (3rd Cir. 1992), 
reh'g., en banc, denied Dec. 30, 1992. Under the facts of the case, 
Holloman secured cancelled checks on corporate accounts, which he then 
used to order blank checks from a printer, using the numbers of the 
cancelled checks to ensure his order fit into the sequential numbering of 
the drawer's checking account. He also used the amounts of the cancelled 
checks to gauge the amount for which he could draw the counterfeit check 
and copied and transmitted the interbank code numbers appearing on the 
checks. Then, using the blank checks he'd obtained, Holloman issued 
checks to fictitious names, using *he signature on the legitimate, can- 
celled checks to forge a facsimile of the signature on the bogus check. 
The bogus checks were then deposited into bank accounts he had opened 
under the fictitious names. 


Although the cancelled checks were not "designed for" counterfeit- 
ing, the court found, they were "particulary suited for" making a coun- 
terfeit or forged security. No other "tool," the court reasoned, could 
have been as effective. 981 F.2d at 692. Although an "implement" is 
commonly thought of as a physical tool or instrument, the court noted, 
that the dictionary definition is broader. 


Looking at the legislative history, the court noted that the Senate 
Judiciary Committee rejected a statutory limitation of "implements" to 
those "uniquely associated with or fitted for the preparation of," making 
clear its intent that the term be broad, so as to include "implements 
which are normally put to legitimate uses." S.Rep. No. 307, 97th Cong., 
lst Sess. 788 (1984). While the court found no cases interpreting 
"implement" in the context of section 513(b), it found support for its 
broad interpretation of the term in an Eleventh Circuit finding that a 
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counterfeit currency detector could be a "counterfeit device" for the 
purposes of the Sentencing Guidelines under section 2Bl1.1(b) (2). 


MANUFACTURE/SALE/USE OF MODIFIED DESCRAMBLERS FOR SURREPTITIOUS 
INTERCEPTION OF ENCRYPTED SATELLITE TV PROGRAMMING 


The unauthorized manufacture, sale and use of modified descramblers 
designed for use in the pirating of encrypted satellite TV programs is 
prohibited under 47 U.S.C. § 605 (penalty increases of 1988 amendments 
effective January 1, 1989). However, despite the early development of a 
split that was later resolved, the Tenth, Ninth, Eighth, Seventh, and 
Fifth Circuits have endorsed alternatively the use of section 2512 of 
title 18, United States Code, the Electronic Communications Privacy Act 
(ECPA), in charging those who manufacture and sell the modified devices 
to persons unauthorized to receive the encrypted satellite programs. See, 
United States v. McNutt, 908 F.2d 561 (10th Cir. 1990), cert. denied, 111 
S.Ct. 955 (1991); United States v. Splawn, 963 F.2d 295 (10th Cir. 1992), 
reh'g. en banc, 982 F.2d 414 (10th Cir. 1992) (reaff'g. McNutt); United 
States v. Lande, 968 F.2d 907 (9th Cir. 1992), cert. denied, 113 S.Ct. 
1299, 122 L.Ed.2d 689 (1993); United States v. Davis, 97° F.2d 415 (8th 
Cir. 1992) (en banc), rev'g. United States v. Hux, 940 F.2d 314 (8th Cir. 
1991); United States v. Shriver, 980 F.2d 456 (7th Cir. 1992), rev'g. 
United States v. Shriver, 782 F.Supp. 408 (C.D. Ill. 1992); United States 
v. Harrell, 983 F.2d 36 (5th Cir. 1993). The Eleventh Circuit, which 
initially opposed use of the ECPA on the grounds that the modified de- 
scramblers were similar to the authorized decramblers and, thus, were not 
primarily designed and used for surreptitious interception, has since 
vacated its opinion and granted a rehearing en banc. See, United States 
v. Herring, 933 F.2d 932 (11th Cir. 1991), vacated, reh'g. en banc 
granted, 977 F.2d 1435 (11th Cir. 1992). Cf., United States v. Hochman, 
809 F.Supp. 202 (E.D.N.Y. 1992), which adopted the initial Herring view. 


In McNutt, the case of first impresssion in any of the circuits, the 
Tenth Circuit reasoned that "satellite television transmissions contain 
sounds and images and are carried via radio waves," and, thus, such 
broadcasts constitute electronic communications under the plain wording 
of section 2510(12). 908 F.2d at 564. Furthermore, the McNutt court 
found, satellite descramblers are "electronic devices within the purview 
of the statute since they permit the ‘interception of electronic communi- 
cations.'" Splawn, 963 F.2d at 296, quoting McNutt, 908 F.2d at 565. The 
Lande and Davis courts further noted that the languace of the ECPA does 
not suggest that the Congress intended to avoid all overlap between the 
ECPA and section 605, but only to avoid the use of the ECPA to expand 
coverage of enterception of unencrypted satellite transmissions, which 
are specifically excluded in subsection 605(b). 


However, as the Tenth Circuit points out in its en banc rehearing of 
the issue in Splawn, a critical issue--the one on which the Eleventh 
Circuit, in Herring, disagreed with the Tenth Circuit's McNutt position-- 
is "whether the devices at issue are designed primarily for the purpose 
of the surreptitious interception of electronic communications." 982 F.2d 
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at 416. As the Seventh Circuit states in Shriver, section 2512 "requires 
a factual inquiry into the actual design of the device allegedly manufac- 
tured or sold by a defendant charged under the statute, and, without such 
an inquiry, it would be impossible to say as a matter of law that the de- 
vice is or is not covered by section 2512." 980 F.2d at 464. In Herring, 
the Eleventh Circuit also relied on the Fifth Circuit's holding in United 
States v. Schweihs, 569 F.2d 965, 969 (5th Cir. 1978), that 18 U.S.C. 
§ 2512(1)(b) applies only to devices whose design shows that they have 
few if any legal purposes. In Schweihs, alligator clamps were attached 
to an amplifier to silence a burglar alarm and the amplifier was left 
unchanged when the temporary clamps were removed. Adopting the reasoning 
in Schweihs, the Herring court founi that since the modified descramblers 
were designed to be identical to legitimate descramblers and, like their 
legitimate counterparts, were "not primarily useful for surreptitious 
listening." 982 F.2d at 416. Recently, however, the Fifth Circuit, in 
Harrell, has reached the opposite conclusion, distinguishing its decision 
in Schweihs. Unlike the alligator clamps in Schweihs, the Harrell court 
found that the installation of the modified chip in the descramblers 
rendered the descramblers permenantly illegal and incapable of being ser- 
viced, having their programming changed, being sold, or even given away 
in fear that the authorized interception be found out. The modification, 
having changed the design forever to conduct surreptitious interception, 
renders the modules illegal without any chance that they could become 
legal again. 983 F.2d at 38. 


For further information and updates regarding this issue, contact 
Laura Blumenfeld, General Litigation and Legal Advice Section, Criminal 
Division, at (202) 514-1026. 


NEW MONEY LAUNDERING AND ASSET FORFEITURE LEGISLATION 


The Annunzio-Wylie Anti-Money Laundering Act, Title XV, Housing and 
Community Development Act, Public Law 102-550, which was signed and 
became effective on October 28, 1992 (except as provided otherwise in the 
bill), substantially strengthens the money-laundering and forfeiture laws 
by supplying additional tools for prosecutors to employ and correcting 
technical deficiencies in the existing statutes. A 12-page summary of 
the new legislative provisions, prepared and issued jointly by the Money 
Laundering Section and Asset Forfeiture Office, Criminal Division, was 
sent to all United States Attorneys and all Section Chiefs and Office 
Directors, Criminal Division, by memorandum dated November 12, 1992. All 
economic crime prosecutors should obtain a copy of this important legis- 
lative summary. 


Should you have questions regarding the new provisions, please 
contact Lester Joseph, Deputy Chief, Money Laundering Section, at (202) 
514-1758, or Stefan D. Cassella, Trial Attorney, Asset Forfeiture Office, 
at (202) 514-1263. 


